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        abcrypt is a modern file encryption format with the data authenticity. This
document describes the abcrypt encrypted data format.

This document and the abcrypt encrypted data format are distributed under the
terms of the CC0 1.0 Universal (CC0 1.0). You can copy, modify,
distribute and perform these, even for commercial purposes, all without asking
permission.





1. Introduction


        abcrypt is a modern file encryption format inspired by the
scrypt encrypted data format, which is produced
by the scrypt encryption utility. abcrypt uses Argon2 for
key derivation, BLAKE2b-512-MAC for header integrity checking and
XChaCha20-Poly1305 for encryption.





2. Conventions used in this document


        Argon2 is the key derivation function from RFC 9106.

BLAKE2b-512-MAC is the keyed hash function based on BLAKE2 standardized in
RFC 7693. This uses BLAKE2b and always outputs a 64-byte MAC.

XChaCha20-Poly1305 is the AEAD algorithm from
draft-irtf-cfrg-xchacha.





3. Format overview


        An abcrypt file is composed of two parts: the header
containing the required data and the payload encrypted with the
derived key.




Table 1. The structure of the abcrypt encrypted data format








	Offset
	Bytes
	Description
	Detail





	[image: stem 29632a9bf827ce0200454dd32fc3be82]

	[image: stem b7afe912ac7ed280f96e7cfb0f35a027]

	Magic number ("abcrypt").

	Magic number




	[image: stem b7afe912ac7ed280f96e7cfb0f35a027]

	[image: stem 034d0a6be0424bffe9a6e7ac9236c0f5]

	Version number.

	Version number




	[image: stem 005c128d6e551735fa5d938e44e7a613]

	[image: stem ecf4fe2774fd9244b4fd56f7e76dc882]

	Argon2 type.

	Argon2 type




	[image: stem d0b46deac7c0bf4f6285cbeb41067c88]

	[image: stem ecf4fe2774fd9244b4fd56f7e76dc882]

	Argon2 version.

	Argon2 version




	[image: stem 92d273224a0759f4895be999c9a6f5e3]

	[image: stem ecf4fe2774fd9244b4fd56f7e76dc882]

	Memory size m (memoryCost).

	Argon2 parameters




	[image: stem ee070bffef288cab28aad0517a35741b]

	[image: stem ecf4fe2774fd9244b4fd56f7e76dc882]

	Number of iterations t (timeCost).

	Argon2 parameters




	[image: stem 921c8ac812959aa7753eaddf409f454a]

	[image: stem ecf4fe2774fd9244b4fd56f7e76dc882]

	Degree of parallelism p (parallelism).

	Argon2 parameters




	[image: stem 3db324e658fa234e304758bcbb9a477a]

	[image: stem 9b316764e592d513c7c6be2b9e112d73]

	Salt for Argon2.

	Salt for Argon2




	[image: stem 6c43c24094262096b55f95b5df0ef810]

	[image: stem 921c8ac812959aa7753eaddf409f454a]

	Nonce for XChaCha20-Poly1305.

	Nonce for XChaCha20-Poly1305




	[image: stem 0f5e966d662e2f0174b478b93259c578]

	[image: stem ec90b4fe342a37de851db6db2b08d4f4]

	MAC of the header.

	Header MAC




	[image: stem 6316118e431a1b566c276feb15656e07]

	[image: stem 55a049b8f161ae7cfeb0197d75aff967]

	Ciphertext.

	Payload




	[image: stem 29ef9338b88ad29479af45b3a759006d]

	[image: stem 92d273224a0759f4895be999c9a6f5e3]

	MAC of the ciphertext.

	Payload










All multibyte values are stored in little-endian.





4. Key derivation


        The derived key for computing the header MAC and the derived key for encryption
are produced by Argon2.

Listing 1. The derived key is produced as follows
        derivedKey = Argon2(
    password = password,
    salt = header[28..60],
    parallelism = header[24..28],
    tagLength = 96,
    memoryCost = header[16..20],
    timeCost = header[20..24],
    version = header[12..16],
    secretKey = [],
    associatedData = [],
    type = header[8..12],
)


The size of secretKey (pepper) and associatedData (associated data) are
zero (empty).

The resulting derived key (derivedKey) length is 96 bytes. The first 32 bytes
of derivedKey are the XChaCha20-Poly1305 key (encryptionKey) for
encryption, and the last 64 bytes are the BLAKE2b-512-MAC key
(headerMacKey) for computing the header MAC.

Listing 2. The derived key is split as follows
        encryptionKey = derivedKey[..32]
headerMacKey = derivedKey[32..]


type, version,
memoryCost, timeCost,
parallelism, and salt used when
encrypting are stored in the header, and these stored values are used when
decrypting.





5. Header format


        
5.1. Magic number

          A 7-byte string for identifying the abcrypt encrypted data format. The value is
"abcrypt" (61 62 63 72 79 70 74 in hex).



5.2. Version number

          A 1-byte version number of the abcrypt encrypted data format. The current value
is 1.



5.3. Argon2 type

          


Table 2. The following Argon2 types are valid






	Value
	Description





	[image: stem 29632a9bf827ce0200454dd32fc3be82]

	Argon2d.




	[image: stem 034d0a6be0424bffe9a6e7ac9236c0f5]

	Argon2i.




	[image: stem 76c5792347bb90ef71cfbace628572cf]

	Argon2id.










The Argon2 type is represented as 4 bytes in little-endian.



5.4. Argon2 version

          


Table 3. The following Argon2 versions are valid






	Value
	Description





	[image: stem 92d273224a0759f4895be999c9a6f5e3]

	Version 0x10 (16 in decimal).




	[image: stem f566715359df87669146d55ceb63bf8a]

	Version 0x13 (19 in decimal).










The Argon2 version is represented as 4 bytes in little-endian.



5.5. Argon2 parameters

          


Table 4. Argon2 has the following parameters that control








	Parameter
	Minimum value
	Maximum value
	Description





	memoryCost

	[image: stem 26ba5c2544b303babac1259d6cdfc2ed]

	[image: stem 83456aa70efdb111abc0ebd4acafb17c]

	Memory size in KiB.




	timeCost

	[image: stem 034d0a6be0424bffe9a6e7ac9236c0f5]

	[image: stem 83456aa70efdb111abc0ebd4acafb17c]

	Number of iterations.




	parallelism

	[image: stem 034d0a6be0424bffe9a6e7ac9236c0f5]

	[image: stem b6510c25134eb91b114464c993c514b2]

	Degree of parallelism.










Each parameter is represented as 4 bytes in little-endian.



5.6. Salt for Argon2

          A 32-byte salt for Argon2.



The salt should be generated from a CSPRNG.






5.7. Nonce for XChaCha20-Poly1305

          A 24-byte nonce for XChaCha20-Poly1305.



The nonce should be generated from a CSPRNG.






5.8. Header MAC

          The MAC (authentication tag) of the header. The MAC is computed with
BLAKE2b-512-MAC over the whole header up to and including the nonce (first
84 bytes of the header).

Listing 3. The MAC is computed as follows
        mac = BLAKE2b(
    data = header[..84],
    digestLength = 64,
    key = headerMacKey,
    salt = [],
    personalization = [],
)


The size of salt and personalization (personalization string) are zero
(empty).






6. Payload


        The payload is encrypted with XChaCha20-Poly1305.

Listing 4. The ciphertext is computed as follows
        ciphertext = XChaCha20-Poly1305(
    plaintext = plaintext,
    aad = [],
    key = encryptionKey,
    nonce = header[60..84],
)


The size of aad (additional authenticated data) is zero (empty).

nonce used when encrypting is stored in the
header, and the stored value is used when decrypting.



The abcrypt encrypted data format uses a postfix tag.








7. Filename extension


        abcrypt files should use the extension .abcrypt.





8. MIME type


        When transferring abcrypt files over the Internet, the appropriate MIME type is
application/x-abcrypt.





9. ABNF definition of the file format


        
        abcrypt = header payload

; Header

header = signature version-number argon2-type argon2-version argon2-parameters argon2-salt xchacha20-poly1305-nonce header-mac

signature                = %s"abcrypt"             ; magic number
version-number           = %x01                    ; current version number
argon2-type              = %x00000001-00000003     ; Argon2 type
argon2-version           = %x00000010 / %x00000013 ; Argon2 version
argon2-salt              = 32OCTET                 ; 32-byte salt for Argon2
xchacha20-poly1305-nonce = 24OCTET                 ; 24-byte nonce for XChaCha20-Poly1305
header-mac               = 64OCTET                 ; BLAKE2b-512-MAC of the header

; Argon2 parameters

argon2-parameters = memory-cost time-cost parallelism

memory-cost = %x00000008-FFFFFFFF ; memory size in KiB
time-cost   = %x00000001-FFFFFFFF ; number of iterations
parallelism = %x00000001-00FFFFFF ; degree of parallelism

; Payload

payload = ciphertext ciphertext-mac

ciphertext     = *OCTET  ; encrypted with XChaCha20
ciphertext-mac = 16OCTET ; Poly1305 of the ciphertext






10. Format changelog


        

	
Version 1


	


	
Add the Argon2 type field to allow choosing the Argon2 type.


	
Add the Argon2 version field to allow choosing the Argon2 version.








	
Version 0


	


	
Initial release.
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